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Adaptive Email DLP:

Solving the #1 reported incident of email data loss

* The UK’s ICO and Verizon's Data Breach Investigations Report show that the number one reported
data loss incident was “Data emailed to incorrect recipient”.

*  Without visibility into these data loss events the risks of reputational loss, customer attrition or
regulatory fines has dramatically increased.

* Misdirected emails and email exfiltration, poses a substantial risks to organisations.

Data Loss Reported to the ICO by Type

Data emailed to — I, 2%
incorrect recipient o 13%
Phishing - | 1%
Ransomware | 5

Data posted or faxed to incorrect r... 6%
Other cyber incident 6% Proportion of Incidents Reported in 2024

UK'’s ICO: https://ico.org.uk/action-weve-taken/data-security-incident-trends/

Rule-Based DLP is not enough...

Adaptive Email DLP (AE-DLP) uses behavioural Al to learn about an employees’ normal email sending
behaviours, their trusted relationships and how they communicate sensitive data. It then analyses each
email to detect anomalous behaviour, notifying admins of potential data loss incidents. And it warns the
user in real time and prevents sensitive data loss through email missed by rule-based DLP technologies,
like Symantec or Microsoft’s Purview.

Stop Misdirected Emails Stop Email Exfiltration

A misdirected email occurs when a user Rules-based DLP is critical in preventing sensitive data
accidentally sends an email to the wrong person. loss, but only for predefined risks like PII, PCl and

It’s a common source of data breaches in every Social Security numbers. Breaches persistfrom
organization. It’s also one that’s challenging to insiders that share sensitive data thatisn’t pre-defined
stop with rules-based DLP approaches. to personal emails and other unauthorized accounts.
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Adaptive Email DLP:

Leveraging Behavioural Al

Adaptive Email DLP uses behavioural Al to learn your employees’ normal email sending behaviours, their
unauthorised recipient addresses, and how they communicate sensitive data. It then analyses sending
patterns to detect anomalous behaviour, creating an overview of potential data loss incidents.

Real-time coaching for users can help them avoid mistakes and policy violations before they happen. As a
complement to security awareness training, Adaptive Email DLP teaches your users about the risks in their
emails in real time. This enables them to correct their mistakes and prevent sensitive data loss incidents.

Behavioural Intelligence
Modeling

In-The-Moment
Security Coaching

Automatic Prevention

Is this the correct recipient?

julia.smith@onebank.com (Julia Smith)

Would you still like to send this email?

* Learnnormalvs.
anomalous behaviour
from up to twelve months
of historical email data.
Quantify human risk
scores for security teams.

e Automatically detects and
prevents: Misdirected
emails, Mis-attached
files, data sent to
unauthorized accounts
No overhead for security
teams and no disruption
for employees.

Deploy an Email Data Loss Assessment:

proofpoint.
Adaptive Email DLP
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Deploys in Minutes

Adaptive Email DLP
integrates with existing
emailinfrastructure in <5
minutes via API

Learns in Hours

Adaptive Email DLP ingests
up to 12 months of historical
email data to automatically
build user behavioural
profiles

Don't Send email

Notify employees with
contextual warning
messages when incidents
are detected.

Employee feedback
improves behavioral
intelligence models.
Customize warnings with
logo and specific wording.

Protects in Days

24 hours after deployment,
Adaptive Email DLP
automatically detects and
prevents data loss
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Adaptive Email DLP:

Product and Competition Overview

Discovery
Questions

* What visibility do you have over data loss on email?
* If sensitive data was sent to the wrong person or exfiltrated via email, what
would happen?
. Who would get involved and what would they do?
. Who would need to be notified? How much time would be spent?
. How much time is spent on these types of activities?
* How do you prevent misdirected emails or data exfiltration via email?

AE-DLP Market Overview:

F Email Exfiltration F Misdirected Emails
© 4,300 Incidents a Year #1 Reported Incident
Avg. No. reported for a 5,000 User Org UK ICO and Verizon Data Breach Inv. Report
Market .
Trends  29% of orgs. lost a customer due 40% of users email the wrong
to email data loss person
Financial Times 2023 Financial Times 2023
$=|
Paill
AE-DLP in number of Exfil. attempts spentinvestigating alerts F100 using DLP market
Data Proofpoint DLP share
Product
Performance AE-DLP Revenue POC to Close Conv Average Sales Cycle

Add-on protection with AE-DLP: Adaptive Email DLP can either be sold as an upsell to existing
Proofpoint customers as part of their platform or as a standalone technology for brand new customers,
layering on top of Microsoft to stop sensitive data exfiltration and misdirected emails.

Competitive Differentiators:

Solution Efficacy: Employee Disruption: Solution Stability:
Adaptive Email DLP uses Adaptive Email DLP offers Adaptive Email DLP deploys via
machine learning to analyze 12- infrequent, clear warnings Microsoft Add-In, ensuring zero
months of historical email data, boosting productivity. Low-cost mail flow disruption. Low-cost
providing day-one value. Low- solutions listed below send near solutions below rely on

cost solutions below rely on daily alerts without context, Microsoft Moderator Mailbox,
finite rules, showing results causing alert fatigue. prone to outages.

months after deployment.

AE-DLP competes with:

& egress SafeSend mimecast



proofpoint. | iz

Adaptive Email DLP:

Engaging with customers

A great question to start the conversation:

Ask a customer if they have ever...

Sent
documents to

Sent an email Attached the
to the wrong wrong file to

) a personal
person? an email?

email address?

Show the data... Run an Email Data Loss Assessment

* Available via the Partner Portal, AE-DLP can demonstrate critical business

data being lost by reviewing data loss incidents to highlight sensitive data
leaving an organisation.

* Lightweight, silent APl deployment that only takes five minutes to set up.

AEDLP Historical - High Level Statistics

AEDLP automatically detects users’ personal addresses and can take various actions depending on content detecte:

1,934 33.66%

25,676

Subjects & Attachments of Emails that were Exfiltrated
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https://forms.office.com/Pages/ResponsePage.aspx?id=c1x4RjIcS0GGvPrgN3yrATcC9mMFGOdDmAUIYJ5OLPZUOEtDVlVJMU9ZNEpaMTlXSFBUVEtJM1Q1Vy4u
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